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ABSTRACT
This study investigated the prevalence, forms, causes, and possible solutions to internet fraud among youths in Abuja Metropolis. Using a snowball sampling and purposive sampling technique, thirty-seven (37) respondents were recruited through peer referrals. Data were collected via a structured questionnaire and analyzed using descriptive statistics and Fisher’s Exact Test. Findings show that only 16.2% reported personal victimization, but awareness of scams, especially “Yahoo-Yahoo” (419 fraud), was high. Economic motives, notably desire for quick wealth (29.7%) and high unemployment (27.0%), were the most cited causes, alongside weak law enforcement and poor cybersecurity education. Most respondents (67.6%) viewed government anti-fraud measures as ineffective, favoring youth empowerment programs (40.5%) and cybersecurity education (32.4%) as solutions. The study concludes that internet fraud is perceived as rooted in economic hardship and systemic weaknesses. Policy should focus on preventive measures, job creation, skills training, and digital literacy, rather than relying solely on punitive approaches.
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CHAPTER ONE
INTRODUCTION
1.1 Background to the study
The emergence of the internet has significantly transformed various facets of modern life. From communication to commerce, education, governance, and social interaction, the digital space has enabled faster, broader, and more efficient means of human engagement. Globally, the internet has reshaped economies and facilitated development in unprecedented ways. However, alongside its numerous benefits, the internet has also become a breeding ground for illicit activities—chief among them being cybercrime.
Cybercrime refers to criminal activities carried out using digital technologies, especially through the internet. These crimes encompass a wide range of malicious acts including identity theft, hacking, cyber harassment, unauthorized access to systems, and dissemination of malicious software, online scams, spamming, and intellectual property theft, among others. In Nigeria, a more common and highly prevalent form of cybercrime is internet fraud, often referred to in popular culture as “Yahoo-Yahoo.” In general, cybercrimes in Nigeria have become more developed and extensive. Although the whole areas are affected, urban centers like the stain of Abuja particularly, where the Federal Capital Territory is located, where the internet fraud among the youngsters is becoming more apparent. Being the Abuja could well pass off as a textbook illustration of an easy going tourist friendly city, and it is also the geographic nerve center of the Nigerian state. Contemporary infrastructure, the proximity of high-speed internet access, and high population densities of government and large business offices has made it a center of legitimate and illegal activity.  It does not take long looking to understand why no area has been targeted by fraudsters more than this one. Abuja has the majority of middle and upper classes of people, and, therefore, this feature makes the city appealing to individuals seeking to portray themselves as rich residents. Throw in an increasing inflation, rampant unemployment, a culture that tends to correlate success with that with a costly life style, and you have a recipe which could result in a major spurt in cybercrimes. Especially tempting are young adults, who are often on the verge of taking part in schemes that apparently promise to be filling the wallet and bank account as well as the Instagram likes in record speed.  The efforts made by Economic and Financial Crimes Commission (EFCC) and the Nigeria Police Force in curbing the problem have been inadequate. Fraudulent acts are appallingly widespread despite the existence of the Cybercrimes (Prohibition, Prevention, etc.) Act of 2015. Constantly occurring crackdowns, arrests, and population-awareness campaigns do not give an unambiguous image: the figures continue to increase, so something is going wrong with the existing policies. That fact raises more serious questions regarding what is motivating the youth to criminal activities and the potential harm to the image of Nigeria to the outside world, to foreign investment and to the reliability of online communications.  To date, most researchers have started to look at cybercrime as a national problem, compiling statistics and studying general trends. Most have not been able to probe into local or demographic-based data or indeed why some groups would be more likely to commit an offense than others would be. Being a viewer of this action, as it was happening out of a campus dorm, we still have much to learn.
I was interested in taking a contextualized examination of the outlook of internet fraud as manifested in the urban context under consideration in my case Abuja. The reasons as to why the youth take that particular route, what drives them or how the socio-cultural background influences their decisions are largely brushed off by most studies.  Since this is a challenge that is affecting the current and future generations of the Nigerian children, I was induced to do more research. I would like to understand the reason why more and more youth are resorting to internet fraud, what the motivating factors behind this feature is, how to drive their abilities to more productive and legal activities. In the end, I want this study not only to be one that broadens our knowledge about the phenomenon but, also to motivate educators, policymakers, families, as well as the youth affected themselves to take action.  To answer these questions, I am tracing internet fraud in Abuja Metropolis between the years 2020-2025. This period is important since it takes place under the conditions of a sudden shift towards digitalization, increasing smartphone usage rate, post-pandemic economic realities, and an exploration of the expanding social media powers of the city-all of which are shaping the behavior and decisions of young people. In this light, the examination of internet fraud prevalence, patterns, and factors will inform the existing knowledge allowing, hopefully, to develop more effective intervention and policy-making strategies, as well as engage with the young population.
1.2 Statement of the Problem
Online crime has emerged as one of the most frightening problems among the youths in Abuja. With the city continuing to expand especially in the technical and business environments, more and more citizens enjoy a dependable, constant connection to the internet. This must be a welcome change, as the web increases the speed of communication, makes learning an easier process and business start-ups easier. The only disadvantage is that the digital tools are being used the wrong way by some of us and particularly those of our age. They are stealing, lying and defrauding people instead of using the opportunities the internet holds. It is this behavior which is referred to by the people in Nigeria as Yahoo Yahoo. Internet fraud has over the past years increased in Abuja. It is viewed as a quick and easy way to get money by young scammers who might be under pressure due to lack of a job, poverty or other family problems. Many of them are intelligent and technologically advanced yet they opt to engage in crime instead of making a proper living. That fact is disturbing since not only does it harm the victims but also the personalities and future of the affected youths. To start with, the loss of large sums of money can be incurred by victims. Second, they may waste time, stress and peace of mind. Third, the scheme of the fraudsters takes away the trust of the community and such trust diffuses to other sectors of life family relations, friends or even neighborhoods.There are three reasons that can be outlined.  Juvenile offenders think that committing a scam is the easiest means of earning money when they cannot use other means.  They mostly have their roots in economically deprived communities where there are few opportunities.  Some are of the opinion that scamming is a victimless offence since the money lies in foreign accounts with no local communities.  Prevention of Internet fraud is not an easy task but here awareness is the beginning. Information should be shared and the problem discussed, to ensure that young people understand what is at stake--not only on behalf of the victims but on behalf of those who directly experience crime. The costs to pay are enormous in terms of lost future careers, tattered reputations and emotional harm that endures long beyond the scams.  Essentially, online crime is a severe issue that harms all parties involved, including the victims, perpetrators, and society and is increasing annually. The initial step to eliminating it is by remaining conscious.. People who fall victim to online scams often lose large amounts of money, sometimes their entire life savings. Some are tricked into giving personal information, which is then used to steal even more from them. Businesses also suffer because customers become afraid to trust online transactions. As more people are cheated, the general public begins to lose confidence in digital platforms such as online banking, online shopping, and mobile payment apps. This makes it harder for the country to move forward in the digital economy.
Another major problem is how this issue is shaping the values of society. Internet fraud is now being glorified in some circles. Many young people look up to fraudsters who appear to be successful and wealthy. On social media, these individuals often display flashy lifestyles, expensive cars, designer clothes, and luxury trips, without showing how they truly made their money. This sends the wrong message to other youths who may feel tempted to follow the same path, believing that crime is the only way to succeed in life.
Although the Nigerian government and various agencies like the Economic and Financial Crimes Commission (EFCC) are working hard to fight cybercrime, their efforts have not been enough to stop the rise of internet fraud. Laws have been passed, people have been arrested, and public campaigns have been held, but the problem continues. This suggests that something important is missing, perhaps the root causes are not being properly addressed. We must begin to ask: Why are so many youths in Abuja turning to fraud? What can be done to provide better options for them?
One key issue is the lack of detailed research on this problem in Abuja specifically. Many studies have looked at cybercrime in Nigeria as a whole, but very few have focused on Abuja, even though it is the capital city and a place where technology and population growth are very high. Abuja attracts people from all parts of the country who are looking for jobs, education, or better living conditions. But with few opportunities and high living costs, some young people may feel forced to find any means to survive, even if it means committing fraud.
This study focuses on the period from 2020 to 2025, a time when internet use has greatly increased, especially due to the effects of the COVID-19 pandemic. During this time, many activities moved online, for example, schooling, business, and even social life. While this brought some benefits, it also created more chances for internet fraud. Young people who were idle or frustrated during lockdowns had more time to learn and practice online scamming. Even after the pandemic, many continued in this illegal path because it seemed to bring fast rewards.
Internet fraud among youths is one of the trends that are increasing around Nigeria and particularly in Abuja Metropolis and this is of concern to both educators and law enforcers. The present study seeks to determine why that is the case. The study will speculate possible solutions that will work by simply examining what type of scams they are running, the technological aspect behind the scams, and the social and economic factors that allow the scams to continue. Such solutions may include increasing the teaching of digital ethics, making it possible to offer more work opportunities to students, enhancing familial and community support, and smartening the ways to impose the law.  The bigger problem though, is some potential, lost trust, and a lost a generation. However, when we relax, analyze the situation, and take smart actions, we will be able to deflect the risky behavior of youth and create a more secure online world around all of us.
1.3 Research questions
The following are some research questions that will guide this study:
1. What are the forms of internet frauds among the youths in Abuja Metropolis?
2. What are the factors contributing to the rise of internet frauds in Abuja Metropolis?
3. What measures can be taken to combat internet frauds among youths in Abuja?
1.4 Objectives of the study 
The main objective of the study is to investigate the prevalence of Internet frauds among youths in Abuja Metropolis so as to proffer solutions to the problem while the specific objectives of the study are to:
1. Examine the nature and prevalence of internet fraud in Abuja Metropolis.
2. Investigate the causes of internet fraud among youths in Abuja Metropolis.
3. Assess the level of cybersecurity awareness among youths in Abuja Metropolis.
1.5 Significance of the study
This study has both theoretical and practical significances 
Theoretical importance:
This research contributes to the body of knowledge on cybercrime, particularly internet fraud, by generating empirical data and contextual analysis specific to Abuja Metropolis. It also contributes to the application and refinement of criminological theories such as the Routine Activity Theory, Social Learning Theory, and Strain Theory within the Nigerian context. By situating these theories in a real-world scenario, the study deepens academic understanding of the socio-cultural and economic dynamics that drive internet fraud. Additionally, the findings serve as a valuable reference for future researchers interested in digital crimes, youth behavior, and socio-economic development.

Practical importance:
The study will be useful to Government and Law Enforcement:
The study has practical implications for policymakers, law enforcement agencies, educators, and community leaders. It provides insights that can inform targeted interventions, improve digital literacy, and promote ethical online behavior. Law enforcement can leverage the findings to enhance cybercrime prevention and detection strategies, while educators can incorporate cybersecurity education into school curricula to deter youth involvement in internet fraud. Moreover, by identifying the root causes and risk factors associated with internet fraud in Abuja, the study supports the development of youth empowerment programs aimed at providing legitimate alternatives to illicit online activities. My research project will achieve two significant milestones; one is that it will safeguard the economic well-being of individuals and businesses in Nigeria and two is that it will help the nation to place its image in the international arena.
1.6 Operationalization of Concepts: meaning and relevance in the study
Prevalence of Internet Frauds
Concept definition: The extent to which internet fraud occurs among youths in Abuja Metropolis.
Operational definition: Measured by the proportion of respondents who have personally experienced internet fraud, witnessed it happening to others, or are aware of common fraud types.
Relevance: This concept is at the heart of the study’s aim—it quantifies how common internet fraud is among youths and identifies the most frequent types.
Cybersecurity Awareness
Concept definition: The level of knowledge and understanding youths have about safe internet practices and cybercrime threats.
Operational definition: Measured by respondents’ self-rated cybersecurity knowledge and awareness of preventive measures.
Relevance: Awareness levels directly influence vulnerability to fraud. Measuring cybersecurity awareness helps explain whether victimization is due to ignorance of safe practices or other factors.

Effectiveness of Law Enforcement
Concept definition: The extent to which police and other agencies are perceived to prevent, detect, and prosecute internet fraud.
Operational definition: Measured by respondents’ perceptions of government and police performance in combating cybercrime.
Relevance: Law enforcement plays a critical role in deterring and punishing cybercrime. By assessing public perceptions of its effectiveness, the study can determine whether weak enforcement is seen as enabling fraud.



CHAPTER TWO
LITERATURE REVIEW
This chapter reviews existing literature on the prevalence of internet fraud among youths in Abuja Metropolis Residents. The cybercrime in Nigeria covers conceptual clarifications, theoretical review, empirical review, and knowledge gaps. Emphasis is placed on the prevalence of internet fraud, cybersecurity awareness, effectiveness of law enforcement and technological dynamics that influence cybercrime in Nigeria, particularly among the youth demographic.
2.1 Review of relevant literature
2.1.1 Cybercrime in Nigeria  
Cybercrime has become a significant threat to Nigeria's socio-economic development. According to the Nigerian Communications Commission (NCC, 2020), cybercrime, particularly internet fraud, has risen exponentially due to the increasing use of digital technologies. Internet fraud, also known as "Yahoo-Yahoo" in local parlance, involves deceptive practices such as phishing, identity theft, and advance-fee fraud (popularly known as 419 scams). Abuja, as the federal capital, has not been immune to this trend, with reports indicating a surge in cybercrime activities between 2020 and 2023 (EFCC, 2023).  
The rise of cybercrime in Nigeria is attributed to several factors, including high youth unemployment, poverty, and the lack of stringent cybersecurity laws. Adebayo (2021) mentions in her article that the fact that many people are not very digitally literate combined with the spread of internet-connected devices has exacerbated the problem of cybercrime even further.

 2.1.2 Beliefs, perceptions, and sociocultural factors influencing cybercrime  
The perception of cybercrime in Nigeria is often shaped by sociocultural and economic factors. Many young people view internet fraud as a "get-rich-quick" scheme due to the lack of viable employment opportunities. A study by Okeke et al. (2022) revealed that societal pressure to achieve financial success drives many youths into cybercrime.  
Cultural factors also play a role. In some communities, individuals involved in cybercrime are celebrated as "smart" or "successful," further encouraging others to engage in such activities. This societal acceptance of ill-gotten wealth has made it difficult to curb the menace (Eze, 2021).  
 2.1.3 Acceptability of cybercrime among Nigerian youths  
The sociocultural and economic aspects are the major influence on the perspective of the Nigerians on the topic of cybercrime. Internet fraud has been taken as a way of making easy money by many youths who see the job market as too limited that they can employ legal means. According to Okeke et al. (2022), the pressure to make money in society makes young individuals turn to cybercrimes.  The cultural factors also count. In some groups, the persons committing cybercrime are perceived as being smart or prosperous, which can influence the rest to do the same. Such societal tolerance of stolen money makes it difficult to prevent the vice (Eze, 2021).
 2.1.4 Role of law enforcement agencies in combating cybercrime  
The sociocultural and economic aspects are the major influence on the perspective of the Nigerians on the topic of cybercrime. Internet fraud has been taken as a way of making easy money by many youths who see the job market as too limited that they can employ legal means. According to Okeke et al. (2022), the pressure to make money in society makes young individuals turn to cybercrimes.  The cultural factors also count. In some groups, the persons committing cybercrime are perceived as being smart or prosperous, which can influence the rest to do the same. Such societal tolerance of stolen money makes it difficult to prevent the vice (Eze, 2021), the EFCC has made significant strides in arresting and prosecuting cybercriminals, but the conviction rate remains low due to delays in the judicial process.  
The country strives to keep in US with the global threats, and thus Nigeria introduced the Cybercrime (Prohibition, Prevention, etc.) Act of 2015. However, the law has not been implemented the same across all places, especially in the rural areas where enforcement continues to be rickety (Nwankwo, 2023)  
 2.1.5 Efforts to combat cybercrime in Nigeria  
 A moderate reaction would require more than harsh punishments, it would also require superior cybersecurity laws, greater awareness among the masses and the actual employment of technology-savvy young people. In that regard, the government collaborates with international organizations.
2.2 Theoretical Review
This section discusses the theoretical frameworks that underpin the study of cybercrime and internet fraud. These theories provide a foundation for understanding the motivations and behaviors of cybercriminals.
2.2.1 Routine Activity Theory (RAT)
Cohen and Felson (1979) formulated a study they called the lure of crime in which they stated that crime occurs when there is an alignment of three ingredients; a motivated offender, an appropriate target, and in the absence of a competent guardian.   Applied to the context of cybercrime, this turns the internet into a mega-playground of motivated offenders, and with ready access to the much-desired “appropriate targets” Besides that, there are instances when conventional law-enforcement instruments may be found inadequate, a fact that Felson and Boba emphasize (2010). The absence of robust cybersecurity measures and public awareness campaigns makes individuals and businesses vulnerable to attacks (Adewumi, 2021).
Strengths:
Simplicity and Clarity: RAT provides a straightforward framework for understanding crime.
Applicability to Cybercrime: It effectively explains how the internet creates opportunities for cybercriminals.
Policy Implications: Highlights the importance of capable guardianship, informing strategies like improved cybersecurity and law enforcement.
Weaknesses:
Limited Focus on Offender Motivation: RAT does not deeply explore why individuals become motivated offenders, such as socio-economic or psychological factors.
Overemphasis on Guardianship: It assumes the absence of guardians is the primary factor, neglecting situations where guardians exist but are ineffective.
Neglects Broader Social Context: The theory does not consider broader social, economic, and cultural factors that may contribute to cybercrime.


2.2.2 General Strain Theory (GST)
According to General Strain Theory offered by Robert Agnew in 1992, individuals are driven to commit crimes due to strain or stress. Unemployment, poverty, and lack of opportunities create a lot of pressure in Nigeria, and most of the youths resort to online fraud. The framework enables us to know the socio-economic origins of this crime (Agnew, 2001).  Take the unemployment level that has shot up to the sky among Nigerian graduates. When such people are denied legal means of earning their living they accumulate frustration and economic stress. To others, internet fraud is their source of survival (Eze, 2021).
Strengths:
Explains Socio-Economic Drivers: GST effectively highlights how factors like unemployment, poverty, and lack of opportunities create strain, pushing individuals toward cybercrime.
Focus on Emotional Response: The theory emphasizes the role of frustration and stress in motivating criminal behavior, providing a psychological perspective.
Applicability to Nigerian Context: GST is particularly relevant in Nigeria, where high unemployment and economic hardship drive many youths into internet fraud.
Weaknesses:
Overemphasis on Strain: The theory assumes that strain inevitably leads to crime, ignoring individuals who cope with strain through non-criminal means.
Limited Focus on Opportunity: GST does not fully address how access to opportunities for cybercrime (e.g., internet access) influences criminal behavior.
Neglects Cultural Factors: The theory does not consider cultural influences, such as the glorification of cybercrime, which may also motivate individuals.
2.2.3 Social Learning Theory (SLT)
The Social Learning Theory, proposed by Albert Bandura (1977), suggests that individuals learn behaviors through observation, imitation, and reinforcement. In the case of cybercrime, young people often learn fraudulent practices from peers or online communities. The theory also explains how the glorification of cybercrime in popular culture reinforces these behaviors (Akers, 2009).
In Nigeria, the rise of "Yahoo-Yahoo" subcultures, where internet fraudsters are celebrated as successful individuals, has contributed to the normalization of cybercrime. Social media platforms and music lyrics often glamorize the lifestyle of fraudsters, making it appealing to impressionable youths (Ojedokun & Eke, 2020).
Strengths:
Explains Behavioral Learning: SLT effectively explains how individuals learn cybercrime techniques through observation, imitation, and reinforcement, particularly from peers and media.

Weaknesses:
Overemphasis on External Influences: SLT focuses on external factors (e.g., peers, media) and may overlook internal motivations, such as personal ambition or financial pressure.


2.2.4 Rational Choice Theory (RCT)
The Rational Choice Theory, developed by Cornish and Clarke (1986), posits that individuals engage in criminal behavior after weighing the potential benefits against the risks. In the context of cybercrime, offenders often perceive internet fraud as a low-risk, high-reward activity due to the anonymity provided by the internet and the perceived inefficiency of law enforcement agencies (Clarke & Felson, 1993).
In Abuja, the proliferation of cybercafés and the availability of affordable internet access have made it easier for individuals to engage in fraudulent activities. The perceived low likelihood of being caught and prosecuted further encourages this behavior (Ibrahim, 2022).
Strength:
Explains Decision-Making: RCT effectively explains how individuals engage in cybercrime by rationally weighing the potential benefits (e.g., financial gain) against the risks (e.g., likelihood of getting caught).
Weakness:
Assumes Full Rationality: The theory assumes that individuals always make logical decisions, ignoring emotional, psychological, or situational factors that may influence criminal behavior.

2.2.5 Technology Acceptance Model (TAM)
Davis (1989) has developed the Technology Acceptance Model that discloses the mode of adoption of the individuals. Although TAM is normally looked upon to study appropriate use of technology, it can also be applicable in investigating misuse. Ease of use and perceived usefulness of the digital tools has a great impact in adoption of cybercrime methods (Venkatesh & Davis, 2000). To cite the example of Nigeria, social media and mobile banking apps are quite common. This has simplified the phishing fraud and identity theft by cybercriminals, the existence of these tools and their general accessibility add popularity to internet fraud (Adeleke, 2020).
Strength:
Explains Technology Adoption: TAM effectively explains how cybercriminals adopt and use digital tools for fraudulent purposes by focusing on factors like ease of use and perceived usefulness.
Weakness:
Limited to Technology Use: The model primarily focuses on technology adoption and does not address the ethical, psychological, or socio-economic motivations behind cybercrime.
2.2.6 Social Control Theory (SCT)
According to the Social Control Theory, Travis Hirschi (1969) proposes that individuals have less chances of committing crimes when the theory is applied. are less likely to get involved in criminality when their social attachment is good like family, friends. With regards to cybercrime, the disintegration of social connections as a result of the erosion of social bonds. The urbanization and globalization has led to the increase of internet fraud (Hirschi, 2002) In Abuja, this particular trend of urbanization as well as migration of young people to the city has created a ripple effect which has disrupted the urbanization of the city of Abuja. This lack of social control has made it easier for individuals to engage in cybercrime without fear of social repercussions (Okeke et al., 2022).
Strength:
Highlights Social Bonds: SCT effectively explains how strong social bonds (e.g., family, community) can deter individuals from engaging in cybercrime by fostering a sense of responsibility and conformity.
Weakness:
Overlooks Individual Agency: The theory assumes that weak social bonds inevitably lead to crime, ignoring individuals who may resist criminal behavior despite lacking strong social ties.
2.2.7 Neutralization Theory
The Neutralization Theory, developed by Sykes and Matza (1957), explains how individuals justify or rationalize their criminal behavior. Cybercriminals often use techniques of neutralization, such as denial of responsibility or denial of harm, to justify their actions. For example, some internet fraudsters may argue that their victims are greedy or deserve to be scammed (Maruna & Copes, 2005).
In Nigeria, the use of neutralization techniques is prevalent among cybercriminals. Many fraudsters view their actions as a form of "hustle" or survival strategy, rather than a criminal act. This mindset perpetuates the cycle of cybercrime (Ojedokun, 2021).
Strength:
Explains Justification of Crime: The theory effectively explains how cybercriminals rationalize their actions using techniques like denial of responsibility or harm, providing insight into their mindset.
Weakness:
Does Not Address Root Causes: The theory focuses on how criminals justify their behavior but does not explore the underlying motivations or socio-economic factors that lead to crime.
2.2.8 Differential Association Theory (DAT)
According to the Differential Association Theory (Sutherland, 1947), a criminal is likened to a person who has a tendency to committing crime because of being integral to a minority group that is affected in a different way by the association processes as the rest of society is. Learning of behavior occurs through communication with others. There is a higher possibility that this changes to behaviors in cybercrime. The theory lays stress on the importance of social In Abuja, there are syndicates of cybercrime as well as in the forums on the internet, which teach how to use fraudulent skills. What is shared is causing the spread of internet fraud. Children who engage in them become addicted to them. Cybercrime is usually introduced to networks by more experienced people (Eze, 2022).
 2.3 Theoretical framework  
These theories give an in-depth elaboration of understanding why is prevalent. The RAT describes the reasons why the collision of motivated offenders, adequate targets and the lack of competent guardians make cybercrime possible whereas the GST reflects the reasons why. socio-economic driving forces which lead to committing frauds.  
2.5 Study Hypothesis
This hypothesis was formulated to guide this study:
H01: There is no significant relationship between the socio-economic conditions of youths and the prevalence of Internet frauds in Abuja Metropolis.
H02: There is no significant relationship between the level of cybersecurity awareness among youths and the prevalence of internet frauds in Abuja Metropolis.
H03: There is no significant relationship between the effectiveness of law enforcement and the rate of Internet frauds in Abuja Metropolis.







CHAPTER THREE
RESEARCH METHODOLOGY
In this chapter, the research design and approach that is used in undertaking the research are outlined. The methods selected match those of the study objectives and research questions. making sure that credible data are collected across all the stakeholder groups concerning the prevalence By detailing each step, this chapter shows how the data will be collected and analyzed to answer the research questions comprehensively.
3.1 Research Design
The study will adopt a descriptive cross-sectional design that incorporates both quantitative and qualitative methods. Specifically, it will combine a survey approach with in-depth interviews to capture a broad understanding of the issues. The survey method, using structured questionnaires, will quantify internet users’ perceptions of fraud prevalence. The qualitative component, using semi-structured interviews, will gather rich contextual data from key informants (such as fraud victims, police officers, and cybersecurity experts). This mixed-methods approach allows for quantifiable measurement of perceptions among a wider population and the collection of detailed contextual information from specialized stakeholders. Together, these methods provide a comprehensive picture of people’s perspectives on internet fraud.
3.2 Area of the Study
The target population includes various groups with insight into internet fraud in the Abuja metropolis. Specifically, the study will involve:
Internet Users (Youths in Abuja): Young people who regularly use the internet in the city. This group represents the general public’s awareness and attitudes toward online fraud.
Internet Fraud Victims: Individuals who have personally experienced internet fraud. Their first-hand accounts provide insights into how fraud occurs and how victims perceive these incidents.
Law Enforcement Agencies: Officers and personnel in agencies (such as the Nigeria Police Force, the EFCC, or other cybercrime units) that combat cybercrime. These officials offer official observations and data on fraud patterns and prevalence.
Cybersecurity Experts: Professionals working in cybersecurity firms or government IT departments. They provide expert insight on the technical methods of fraud, emerging threats, and prevention strategies.
Financial Institutions: Employees of banks or other financial service providers, especially those involved in fraud prevention or risk management. They contribute knowledge about how internet fraud affects banking operations and the economy.
Cybercafé Operators and ISPs: Owners or managers of internet cafés and internet service providers in Abuja. As providers of internet access, they observe user behavior and can comment on suspicious activities or trends they see at public access points.
Including all these categories ensures that the study captures a wide range of perspectives on internet fraud, from ordinary youths and victims to officials and experts.
3.3 Sampling Technique
The study employs snowball sampling as the primary sampling method. In snowball sampling, initial respondents (often called “seeds”) help recruit future participants from among their acquaintances. The sample grows like a rolling snowball: each participant refers others who meet the study criteria. This non-probability, chain-referral approach is particularly appropriate for this research because many of the target groups (such as fraud victims or specialized professionals) are difficult to reach through conventional random sampling. Snowball sampling replaces the stratified and purposive methods originally considered, ensuring that all stakeholder groups are accessed via referrals. Although this method is not statistically random, it is justified by the exploratory nature of the research and the absence of a formal sampling frame for these populations.
The key steps in the snowball sampling process for this study are:
1. Seed Participants: The researcher will identify/ recruit initial participants through initial contact. As an example, a familiar online user or another person in a school who had gone online would understand. It is possible that fraud can be reached via personal networks or social media. Likewise, a person who is acquainted with you it may be directed to a bank, a cybercaf in owner or even a police officer whose work is suspected to be in cybercrime. The seeds are chosen individually in completion of the study criteria of their respective category.
2. Referral recruitment: All the participants of the seeds will be notified of the objective of the study. As an example, a law enforcement official. may refer other people in a special police cyber-crime unit, or a victim of internet fraud may refer friends. A seed participant may provide names, contact details, or introductions to these potential recruits.
3. Chain-Referral (Snowballing): The referred individuals (wave 2) will then be contacted by the researcher and invited to participate. After consenting, each new participant is also asked to recommend additional eligible contacts (wave 3). This process continues iteratively: each wave of respondents identifies the next wave through their social or professional networks. With each iteration, the pool of respondents expands to include more members of the target groups.
4. Termination: The referral process will continue until the desired sample size is attained and no new participants are coming forward. Data collection will stop when all categories are adequately represented and when additional referrals yield little or no new information (i.e., when data saturation is reached). At this point, the sample is considered sufficient to meet the study’s objectives.
This snowball sampling approach is applied consistently to all participant categories: internet users, victims, law enforcement personnel, cybersecurity experts, bank officials, and cybercafé/ISP operators. By tracing referrals through each category, the researcher ensures broad participation without relying on a formal sampling frame. It is acknowledged that snowball sampling can introduce bias (for example, participants may refer others who are similar to themselves), but this limitation is acceptable in this exploratory context. The priority is to engage diverse stakeholders and gather rich data rather than to produce a statistically representative sample.
3.4 Sample Size
A target sample size of approximately 100 respondents is planned to capture diverse perspectives from all categories. This target will include a balanced mix of participants from each group. For example, the researcher aims to recruit about 25 internet users (youths), 15 internet fraud victims, 15 law enforcement officers, 15 cybersecurity experts, 15 financial institution representatives, and 15 cybercafé/ISP operators. These numbers are approximate and may be adjusted based on the referral process. Since snowball sampling depends on participant referrals, the final sample size will be influenced by how many new contacts are suggested and agree to participate. Data collection will continue until the intended sample size is reached and the information from respondents saturates (i.e., when no significantly new insights emerge). This flexible approach allows the study to gather sufficient data from each category to address the research questions while recognizing practical constraints on recruitment.
3.5 Instruments for Data Collection
The study will use two main instruments to collect data: structured questionnaires and semi-structured interview guides.
Structured Questionnaire: A questionnaire will be designed primarily for internet users (youths) and possibly distributed to other willing respondents (e.g., cybercafé/ISP personnel). The questionnaire will collect demographic information (age, gender, education, etc.) and measure respondents’ perceptions and experiences regarding internet fraud. It will include mainly closed-ended questions (such as Likert-scale items and multiple-choice questions) to quantify opinions on the prevalence, causes, and consequences of online fraud. A few open-ended questions will allow respondents to elaborate in their own words. The questionnaire will be pretested on a small sample to ensure clarity and reliability before use in the main study.
Interview Guides: Semi-structured interview guides will be developed for in-depth interviews with the other categories: internet fraud victims, law enforcement officers, cybersecurity experts, and financial institution officials. Each guide will contain thematic sections covering topics such as: personal experiences with or encounters of internet fraud; perceived trends and common techniques; reasons why youths engage in online fraud; the role of technology and the internet; prevention and response efforts; and the social and economic impact of fraud. While these guides provide a consistent framework, the interviewer can probe further based on each participant’s responses. The interview guides will be reviewed by experts and piloted to ensure that questions are clear, culturally appropriate, and capable of eliciting relevant information.
Using both instruments aligns with the mixed-methods design: the questionnaire provides breadth by capturing the views of a larger number of youth internet users, while the interviews provide depth by exploring insights from specialized stakeholders. In the snowball framework, these instruments will be administered throughout the referral chains: questionnaires may be passed along referral lines, and interviewees will be asked to suggest others who should also be interviewed.
3.6 Method of Data Collection
Data collection will be conducted in accordance with the snowball sampling procedure, using the instruments described. The main steps are as follows:
Contacting Initial Respondents: The researcher will begin by reaching out to the seed participants in each category. This may involve visiting local universities or cybercafés to recruit youth internet users, contacting a known fraud victim through personal connections, or sending formal interview requests to police stations, cybersecurity firms, and bank offices. During initial contact, the researcher will explain the study’s purpose and procedures, answer any questions, and obtain consent to participate.
Administering Questionnaires: Once initial internet-user respondents agree to participate, the researcher will distribute the structured questionnaires to them. This may be done face-to-face (for example, at a university campus or cybercafé) or electronically (via email or messaging apps) if appropriate. Each respondent will complete the questionnaire, which typically takes a few minutes, and return it to the researcher or an appointed collection point. Respondents will also be given instructions to forward the questionnaire (or a link to it) to other peers who fit the study criteria, thus generating referrals. The researcher will collect completed questionnaires and check them for completeness.
Conducting Interviews: After scheduling, the researcher will hold in-depth interviews with participants in the victim, law enforcement, cybersecurity, and financial categories. Each interview will be conducted either face-to-face or remotely (by telephone or video call), depending on what is most convenient and culturally acceptable. Before starting the interview, the researcher will reconfirm consent, assure the participant of confidentiality, and emphasize that they may skip any question or stop at any time. The interviewer will follow the semi-structured guide but remain flexible, allowing the participant to speak freely about relevant issues. Notes will be taken, and with permission, interviews will be audio-recorded for accurate transcription. After each interview, the researcher will thank the participant and ask if they can suggest other individuals who meet the study criteria.
Managing Referrals: As participants from all categories agree to take part, the researcher will ask each one to provide names or contacts of other potential participants. These referrals are recorded in a referral tracking sheet, along with information on which category they belong to. The researcher will then contact these new referrals, applying the same consent and recruitment procedures. This referral process repeats, expanding the sample. At each stage, the researcher will screen referrals to ensure they fit one of the target categories and have not been interviewed already.
Recording and Storing Data: Completed questionnaires will be labeled with participant codes and securely stored. Interview recordings will be labeled by participant code and later transcribed. All electronic data (questionnaire responses and transcripts) will be backed up on password-protected files. Hard copies (if any) will be kept in a locked cabinet. This careful data management ensures that collected information is organized and preserved for analysis.
Throughout data collection, the researcher will maintain flexibility. For example, interview times and locations will be adapted to accommodate participants’ schedules. In line with ethical practice, no participant will be pressured to refer contacts beyond their willingness; referral of contacts will be entirely voluntary. This method ensures that data are collected systematically via questionnaires and interviews, with each respondent contributing to the snowball of referrals.
3.7 Method of Data Analysis
Quantitative data from the questionnaires will be coded and analyzed using descriptive statistics. The researcher will calculate frequency counts and percentages for categorical responses (e.g., perceived prevalence of fraud, awareness of preventive measures). Mean or median scores may be used for scaled items to summarize attitudes. These statistics will illustrate overall patterns among internet-using youths and other respondents.
Qualitative data from the interviews will be analyzed thematically. First, each interview transcript will be read in full and coded for key ideas. The researcher will identify recurring themes and categories (for example, common fraud techniques mentioned, reasons youths give for engaging in fraud, or challenges faced by enforcement agencies). These themes will be organized into a coding framework. The analysis will then interpret how different stakeholders’ views converge or diverge on issues such as the causes of internet fraud and its impact.
Where possible, the findings from quantitative and qualitative analyses will be integrated. For instance, if many questionnaire respondents perceive phishing as very common, the interviewer responses will be examined to provide context and examples of phishing cases. This combined approach (triangulation) will help answer the research questions by providing both statistical summaries and rich narrative insights on internet fraud in Abuja.


CHAPTER FOUR
DATA PRESENTATION, ANALYSIS, AND DISCUSSION OF FINDINGS
4.1 Introduction
The findings of this study are based on responses from a snowball sample of 37 youths in Abuja Metropolis (data collected in 2025). Data were collected through a structured questionnaire, covering demographics and questions about internet fraud awareness, experience, and perceptions. Respondents were recruited via referrals (each participant referred peers). Snowball sampling is a non-probability (non-random) method. As a result, the sample may be biased and is not representative of the entire youth population. The questionnaire results are presented below. First we summarize respondent characteristics (Tables 1–5), then we address each research question with relevant tables and interpretation. Statistical associations were tested using Pearson’s chi-square or Fisher’s Exact Test (when cell counts were low), and we report chi-square values, degrees of freedom, and exact p-values for each test.
4.2 Analysis of Data
The analysis of data is carried out in two sub-sections: analysis of the socio-demographic data of respondents and analysis of the research questions.


4.2.1 Socio-Demographic Characteristics of Respondents
Table 1 shows the gender breakdown of the 37 respondents:
	Gender
	Frequency
	Percentage

	Male
	20
	54.1%

	Female
	16
	43.2%

	Prefer not to say
	12.
	7%

	Total
	37
	100%


Males (54%) slightly outnumbered females (43%) in our sample. This male majority is commonly observed in technology and cybercrime contexts (most Nigerian cyberfraudsters are reported to be young men). However, because the sample was obtained via referrals, this gender split may reflect the networks of the initial participants rather than the true population ratio.
Table 2 shows respondents’ ages:
	Age Range
	Frequency 
	Percentage1

	15–17 years.
	2
	5.4%

	18–20 years 
	10
	27.0%

	21–23 years
	15
	40.5%

	25+ years
	10
	27.0%

	Total
	37
	100%



Most respondents (40.5%) are 21–23 years old. About 27% are 18–20, and only 5.4% are under 18. This indicates the survey mainly reached late adolescents and young adults, the group most active online. (Again, the non-random sample may skew towards this age group.)
Table 3 shows religious affiliation
	Religion 
	Frequency
	Percentage

	Christianity 
	24
	64.9%

	Islam
	11
	29.7%

	Traditional religion
	1
	2.7%

	Other
	1
	2.7%

	Total 
	37
	100%



About two-thirds of respondents are Christian and about one-third Muslim, roughly mirroring Abuja’s religious mix. This suggests the sample spans Nigeria’s major faith groups. The few in traditional/other faiths (5.4% combined) indicate minor representation from smaller communities.
Table 4 shows highest education level:
	Highest qualification 
	Frequency
	Percentage

	Secondary School (SSCE)
	8
	21.6%

	Diploma/ND/NCE
	5
	13.5%

	Bachelors Degree (B.Sc./HND)
	19
	51.4%

	Postgraduate (M.Sc/Ph.D)
	4
	10.8%

	Other (e.g FSLC/Primary)
	1
	2.7%

	Total 
	37
	100%



Over half of respondents (62.2%) have at least a bachelor’s degree. This indicates a relatively well-educated sample. It suggests that awareness of technology and internet use is widespread even among educated youths. (Of course, education alone does not guarantee cybersecurity behavior, as we will discuss.)
Table 5 shows occupation:
	Occupation 
	Frequency
	Percentage

	Students 
	20
	54.1%

	Unemployed 
	6
	16.2%

	Selfemployed/business
	6
	16.2%

	Civil/public servant
	4
	10.8%

	Private sector employee
	1
	2.7%

	Total 
	37
	100%



Most respondents (54%) are students. The rest are unemployed (16%), self-employed (16%), or working (civil servant or private, 13.5%). This economic profile indicates many are either studying or not stably employed. Such circumstances may create economic pressure, which respondents themselves later identify as a factor in fraud. Again, note that this is the composition of our particular sample, which is not necessarily generalizable.


4.2.2 Analysis of the research questions
Respondents reported how often they use the internet. 
Table 6: Shows their frequency of access:
	Internet usage frequency 
	Frequency
	Percentage

	Daily
	30
	81.1%

	A few times a week
	5
	13.5%

	Occasionally 
	2
	5.4%

	Rarely
	0
	0.0%

	Total 
	37
	100%



A large majority (81%) access the internet daily. No one is a “rare” user. This implies respondents are highly exposed to online content (both legitimate and fraudulent). In other words, the youths surveyed are very much “online,” which means they can easily encounter internet scams or security information. We should keep in mind that because sampling occurred through network referrals, those who are more online may have been more likely to be included.
Forms of Internet Fraud (Research Question 1)
Research Question 1: What are the forms of internet frauds among the youths in Abuja Metropolis?
To address this, we first asked if respondents had ever been victims of internet fraud (Q7). 


Table 7: Reports their answers:
	Have you ever been a victim of internet fraud?
	Frequency
	Percentage

	Yes 
	6
	16.2%

	No
	31
	83.8%

	Total 
	37
	100%



Only 6 out of 37 youths (16.2%) said Yes. Thus most respondents have not personally experienced fraud (or did not report it). This figure should be interpreted cautiously: victims might be reluctant to admit it, and some frauds may go unrecognized. In any case, it appears that personal victimization is not universal among this group.
Next (Q8), we asked respondents to name internet fraud types known in Abuja. We grouped their open-ended answers into categories and counted frequencies 
Table 8: Responses on respondents Known types of Fraud in Abuja
	Known fraud type
	Frequency
	Percentage

	Yahoo-Yahoo (419 scams)
	17
	45.9%

	Fake investment schemes
	10
	27.0

	Online loan scams
	6
	16.2

	Romance scams
	4
	10.8%

	Total 
	37
	100%



“Yahoo-Yahoo” 419 scams are the most commonly known type (45.9%). Fake investment (phishing) schemes were cited by 27%, online loan scams by 16.2%, and romance/dating scams by 10.8%. This indicates that respondents recognize the classic Nigerian internet scams. The high mention of 419 schemes is expected—those are well-publicized. The mix of answers shows that youths are aware of a variety of fraud methods, with classic advance-fee schemes leading the list.
Perceived Cybersecurity Knowledge
Respondents also rated their own cybersecurity knowledge (Q10). On a 1–10 scale, we classified 1–3 as “Poor,” 4–6 as “Good,” and 7–10 as “Excellent.” 
Table 9 shows the self-assessments:
	Self-related cybersecurity knowledge
	Frequency
	Percentage

	Poor (1-3)
	7
	18.9%

	Good (4-6)
	17
	45.95

	Excellent (7-10)
	13
	35.1%

	Total 
	37
	100%



About 46% rated themselves “Good” and 35% “Excellent,” so roughly 81% consider their cybersecurity knowledge to be at least moderate. However, 19% rated it as “Poor.” This suggests that while many youths feel relatively knowledgeable about online safety, a significant minority see themselves as lacking in knowledge. We will later examine (in hypothesis testing) whether this self-rated knowledge relates to having been defrauded.

Factors Contributing to Internet Fraud (Research Question 2)
Research Question 2: What are the factors contributing to the rise of internet frauds in Abuja Metropolis?
Respondents selected from a list of possible causes (Q11). The frequency of each selected cause is shown in Table 10:
Table 10: Responses on respondent Perceived Causes of internet fraud
	Perceived causes
	Frequency
	Percentage

	High unemployment rate
	10
	27.0%

	Desire for quick wealth
	11
	29.7%

	Weak enforcement of cyber laws
	7
	18.9%

	Lack of cybersecurity education
	5
	13.5%

	Peer influence 
	4
	10.8%

	Total 
	37
	100%



The most-cited factors were Desire for quick wealth (29.7%) and High unemployment rate (27.0%). Combined, these economic motives were selected by over half of respondents. This indicates that many youths believe financial pressure and the lure of easy money drive fraud. Institutional factors were also noted: 18.9% chose Weak enforcement of cyber laws, implying that perceived impunity encourages crime. Lack of cybersecurity education was chosen by 13.5%, and peer influence by 10.8%. In sum, economic hardship and social pressures dominate the perceived causes. These results mirror findings in Nigeria and beyond, where youth unemployment and poverty are often cited as key drivers of cybercrime.
Measures to Combat Internet Fraud (Research Question 3)
Research Question 3: What measures can be taken to combat internet frauds among youths in Abuja?
We addressed this with two questions. First, we asked if the government is effectively combating fraud (Q12). Table 11 shows the answers:
	Is the government effectively combating internet fraud?
	Frequency
	Percentage

	Yes 
	7
	18.9%

	No
	25
	67.6%

	Not sure
	5
	13.5%

	Total 
	37
	100%



Only 19% said Yes. A clear majority (67.6%) said No. Thus most respondents do not believe the government is handling fraud effectively. This suggests low public confidence in law enforcement and policy efforts (consistent with their citing weak enforcement as a cause).
Second, respondents gave open-ended suggestions for strategies (Q13). We categorized these into four main strategies (Table 12):


	Suggested strategy 
	Frequency
	Percentage

	Strengthen law enforcement
	8
	21.6%

	Invest in youth empowerment programmes 
	15
	40.5%

	Provide mass cybersecurity education
	12
	32.4%

	Promote job creation and mentorship
	2
	5.4%

	Total 
	37
	100%



Suggested StrategyFrequencyPercentageStrengthen law enforcement821.6%Invest in youth empowerment programs1540.5%Provide mass cybersecurity education1232.4%Promote job creation and mentorship25.4%Total37100.0% 
The leading recommendation (40.5%) was youth empowerment – for example, skills training or entrepreneurship programs. Another 32.4% emphasized cybersecurity education (training youths in safe internet practices). Strengthening law enforcement was mentioned by 21.6%. Only 5.4% explicitly mentioned job creation and mentorship. These responses indicate that respondents favor proactive, developmental measures (education, opportunities) over purely punitive ones. They seem to believe that providing alternatives and awareness will do more to curb fraud than relying only on arrests.



4.3 Test of Hypotheses 
Two hypotheses were tested:
Hypothesis 1: H₀: There is no significant relationship between unemployment and involvement in internet fraud. H₁: There is a significant relationship.
We cross-tabulated unemployment status (Unemployed vs. Not Unemployed) against reported fraud victimization. The 2×2 table is below:
	
	Fraud victim = yes
	Fraud victim = No
	Total 

	Unemployed (n=6)
	3
	3
	6

	Not unemployed (n=31)
	3
	28
	31

	Total 
	6
	31
	37



Pearson’s chi-square test yields χ²(1) = 3.41 with p = 0.064. (One cell has expected count <5, violating the chi-square assumption.) We therefore also applied Fisher’s Exact Test, which gives p = 0.042 (two-tailed). The Fisher’s p-value is just below 0.05, suggesting a borderline significant association: among the 6 unemployed youths, 50% (3/6) were fraud victims, compared to 9.7% (3/31) of the others. However, this result must be interpreted cautiously given the tiny sample. Conclusion: There is a hint of an association (unemployed respondents were more often victims), but the evidence is weak and may be due to chance in such a small sample.
Hypothesis 2: H₀: There is no significant relationship between cybersecurity knowledge and being a fraud victim. H₁: There is a significant relationship.
We grouped respondents into “Poor” knowledge (rating 1–3, n=7) vs. “Good/Excellent” (rating 4–10, n=30) and cross-tabulated against victimization:
	
	Victim = Yes
	Victim = No
	Total 

	Poor knowledge (n=7)
	3
	4
	7

	Good/excellent (n=30)
	3
	27
	30

	Total 
	6
	31
	37



Chi-square gives χ²(1) = 2.42 with p = 0.120. Fisher’s Exact Test yields p = 0.068. Neither test reaches 0.05. Conclusion: There is no statistically significant association in this sample between self-rated cybersecurity knowledge and having been a fraud victim. (In raw terms, 43% of the “poor knowledge” group were victims versus only 10% of the higher-knowledge group, but the sample is too small to confirm this pattern.)
Note on tests: Both analyses involve small cell counts and a total N of only 37. Standard chi-square requirements (e.g. expected count ≥5) are not fully met. Fisher’s Exact Test is more appropriate here, and we report its p-values. However, with such a small, non-random sample, these statistical tests have very low power. The p-values should be viewed as exploratory; real relationships could exist but not be detectable with this sample.
4.4 Discussion of Findings
The results paint a consistent picture (within the study’s limitations) of how these youths view internet fraud. First, the surveyed group is highly internet-active (81% use it daily), mostly male and educated. This means they have ample online exposure. The sample’s composition (students and unemployed) reflects economic pressures that respondents themselves cited as causes.
Personal victimization was reported by only 16% of respondents. This relatively low victim rate may indicate underreporting or a genuine majority with only indirect knowledge of fraud. Nevertheless, awareness of fraud is high: nearly half of respondents identified “Yahoo-Yahoo” (419) scams as a known type, and many also cited fake investment, loan, and romance scams. This suggests that even non-victims are well aware of these schemes through peers or media. In other words, fraud is widely recognized among Abuja’s youth, even if not personally experienced by most.
Respondents overwhelmingly pinpoint economic and social pressures as the drivers of fraud. The top factors were quick wealth motives and high unemployment. This aligns with broader studies of Nigerian cybercrime, which find that youth poverty and joblessness are prime motivators. Many youths may view online scams as an “easy way out” of hardship. The mention of weak law enforcement (19%) and lack of education (14%) also shows that systemic issues are part of the narrative: if laws are not enforced strictly, fraud seems easier; if digital literacy is low, people are more vulnerable.
On the solutions side, there is a clear preference for empowerment and education. The leading suggestions were youth empowerment programs (40%) and cybersecurity education (32%). Strengthening law enforcement, while still mentioned (22%), was less emphasized. This indicates that respondents believe preventive and developmental approaches are key: give youths alternatives and skills, rather than focusing solely on punishment. This insight is important for policy: it suggests that prevention programs (job training, awareness campaigns) would have grassroots support among the youth.
The hypothesis tests illustrate the challenges of statistical inference with this data. We found only a borderline association between unemployment and victimization (Fisher’s p≈0.042) and no significant link between knowledge and victimization (p≈0.068). However, given N = 37 and some very small cell counts, these results are not reliable evidence of true effects. Small changes in the data (e.g. one more victim in a group) would change the p-value substantially. In fact, our contingency tables had cells with expected frequencies below 5, which violates chi-square assumptions. That is why we used Fisher’s test. Ultimately, no strong statistical conclusions can be drawn from these tests; they mainly show that any associations in this sample are at best suggestive.
Limitations: Most critically, the sample size is very small and not randomly drawn. As noted, snowball sampling is non-random and tends to produce a biased sample. We cannot calculate confidence intervals or margins of error. Thus none of the percentages or statistical test results here can be confidently generalized beyond this group of 37 individuals. The findings reflect only the respondents we reached. Qualitative comments (from open questions) seemed to confirm the same themes, but those responses are also limited by the sample. In short, these results provide an in-depth snapshot of a particular peer network, not a representative survey of all Abuja youths.
Despite these limits, the insights are meaningful. They are consistent with known issues: high internet use, recognition of 419 schemes, frustration with authority, and focus on economic causes. The strong interest in empowerment and education suggests that if policy makers want to reduce youth cybercrime, they should engage youths with skills development and digital literacy programs. The data here underscore the interconnectedness of economic opportunity and cyber behavior among Abuja’s youth.

4.5 Summary of Key Findings
Internet Access: 81% of respondents use the internet daily. High connectivity means these youths are constantly exposed to online content (both legitimate and fraudulent).
Demographics: The sample is mostly educated young adults (68% aged 18–23; 62% with college degrees) and somewhat male-skewed (54%). Over half are students. Many face economic uncertainty (unemployed or self-employed).
Fraud Experience: Only 16% reported being victims. However, awareness of fraud is high. The most commonly cited scam was the Nigerian “Yahoo-Yahoo” (419 scam, 46%), followed by fake investment schemes (27%), online loan fraud (16%), and romance scams (11%).
Perceived Causes: Economic factors dominate: 30% cited quick-wealth motives, 27% high unemployment. Together these suggest youths see fraud as largely driven by poverty and lack of jobs. Weak enforcement (19%) and low cybersecurity education (14%) were also noted.
Government Trust: A majority (68%) believe current government efforts against fraud are ineffective. This indicates dissatisfaction with law enforcement outcomes.
Cybersecurity Knowledge: 46% rate their knowledge as “Good” and 35% as “Excellent,” but 19% say “Poor.” While most feel moderately informed, a notable minority do not.
Statistical Tests: In contingency analyses, the link between unemployment and victimization was marginal (χ²=3.41, df=1, p=0.064; Fisher’s p=0.042). The link between cybersecurity knowledge and victimization was not significant (χ²=2.42, p=0.120; Fisher’s p=0.068). Due to small sample size, these results are tentative.
Suggested Solutions: 40.5% of respondents recommended youth empowerment (training, opportunities), and 32.4% recommended cybersecurity education. Only 21.6% explicitly said to strengthen law enforcement. Few (5.4%) mentioned job creation/mentorship by name. This shows youths favor proactive empowerment and education over purely punitive approaches.
Overall, Abuja youths in this study perceive internet fraud as a problem rooted in economic and social pressures. They are well aware of common scams but mostly have not been personally defrauded. They point to poverty and unemployment as main drivers, distrust current government efforts, and advocate for empowerment and education as remedies. These findings, though limited by sample size, suggest that multi-faceted, preventive strategies (skills training, digital literacy, etc.) would align with youths’ own views on addressing cyber fraud.
Sources: User survey data (37 respondents) and related analysis. Note: Snowball sampling is a non-probability method, so these findings cannot be statistically generalized. The statistics above are descriptive of this sample.


CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATIONS
5.1 Summary of the Study
This study was conducted to examine the prevalence, causes, and consequences of internet fraud among youths in the Abuja Metropolis from 2020 to 2025. With the increasing use of digital platforms and growing dependency on the internet for communication, finance, business, and education, the risk of cybercrime has risen significantly. Internet fraud, popularly known in Nigeria as "Yahoo Yahoo," has become a widespread issue, particularly among the youth population, who often possess the digital skills and internet access necessary to carry out these crimes.
The research utilized a structured questionnaire, divided into two sections: demographic information and internet fraud awareness/experience. It was distributed to 37 respondents aged 18 years and above, cutting across diverse educational, occupational, and religious backgrounds. The survey focused on understanding the extent of internet fraud involvement or exposure among youths, their awareness of digital safety practices, their perception of government efforts, and suggestions on how to mitigate the issue.
Findings from the study revealed that a significant percentage of youths in Abuja access the internet daily, making them vulnerable to both committing and falling victim to online fraud. While only 15% of respondents reported being victims, a large majority demonstrated awareness of common scams such as phishing, fake investment schemes, romance fraud, and online loan scams. The study also uncovered that factors like high unemployment, peer pressure, a desire for quick wealth, and poor enforcement of cybercrime laws are among the leading causes of this menace. Respondents generally expressed dissatisfaction with the government’s current approach to combating internet fraud.
The data also showed that despite relatively high levels of formal education, many youths still had only moderate knowledge of cybersecurity practices. The study concluded that internet fraud among youths is a multidimensional problem rooted in economic, social, and systemic factors, requiring coordinated and multi-sectoral interventions.
5.2 Conclusion
Based on the data of this paper, it is obvious that internet fraud in Abuja is not about individual moral failings, it is one of the effects of larger scale socio-economic issues. It is fueled by students and recent graduates in their quest to survive, or rather get an easy way to a quick payoff through the online scam. Although they do unethical things, their actions indicate a failing system.  The availability of access will not solve the issue. The survey reveals that despite a wide spread on the realm of digital connectivity, literacy on online safety is behind such connectivity. Due to this discrepancy, scammers as well as their victims can freely exist within a harmful place. What is worse is the change in mentality, a shift when many young people of Nigeria do not perceive fraud as a major crime but as a widespread solution to poverty. Such an attitude indicates a moral and cultural crisis that goes further than the headlines report. It will take a combination of improved education, youth empowerment programs, enforcement of existing laws, digital literacy campaigns, and strong public engagement. Unless young people see legitimate and fulfilling alternatives, the cycle of cybercrime is likely to continue.
5.3 Recommendations
Based on the insights gained from this study, the following recommendations are proposed as actionable steps to curb the prevalence of internet fraud among youths in Abuja and Nigeria at large:
1. Intensify Cybercrime Law Enforcement
There is a pressing need for the Nigerian government to improve the enforcement of cybercrime laws. Existing frameworks such as the Cybercrimes (Prohibition, Prevention, etc.) Act of 2015 need to be updated and fully implemented. Agencies such as the EFCC and the Nigeria Police Cybercrime Unit should be adequately funded, equipped, and trained in digital forensic investigation. Transparent prosecution and visible sentencing of cybercriminals would also serve as a deterrent.
2. Integrate Cybersecurity Education into School Curricula
Digital safety and responsible internet use should be incorporated into school curricula from secondary level upward. Young people need to understand not only the technical aspects of online security but also the ethical and legal implications of cybercrime. Partnering with tech companies and cybersecurity NGOs can make such programs engaging and effective.
3. Create Sustainable Youth Employment and Digital Skill Opportunities
A recurring cause of internet fraud in this study was the lack of employment opportunities. The government and private sector should invest in programs that train young people in market-relevant digital skills such as web development, data analysis, digital marketing, and ethical hacking. Creating jobs through innovation hubs and technology parks can provide alternatives to fraud.
4. Launch Community-Based Awareness and Mentorship Programs
Young people are more likely to listen to peers and mentors they can relate to. Community-based outreach that features stories of ex-fraudsters who have turned their lives around, or successful young entrepreneurs, can inspire change. Local mentorship schemes, youth clubs, and religious organizations can be mobilized to support these programs.
5. Encourage Multi-Stakeholder Collaboration
Combating internet fraud should not be left to the government alone. Internet service providers, fintech companies, community leaders, and media houses all have roles to play. For example, telecom companies can support bulk SMS campaigns warning about trending scams, while banks can use apps to educate users about phishing and fraudulent investment offers.
6. Establish Reporting and Help Desks
Many victims of internet fraud do not know where or how to report it. Establishing online and offline help desks where complaints can be lodged—and responses tracked—will not only help victims but also assist in mapping fraud patterns and offenders. Local governments should support the creation of these hubs in partnership with civil society.
7. Promote Moral and Ethical Values in the Digital Age
Parents, educators, and religious bodies must take responsibility for instilling values that discourage dishonesty and glorification of ill-gotten wealth. The celebration of “Yahoo boys” in music, social media, and pop culture sends the wrong message. Moral reorientation efforts should be revitalized using modern communication channels that speak to the youth.
5.4 Contribution to Knowledge
This study contributes to existing academic and policy discussions on cybercrime by providing up-to-date, community-based data on the experiences and perceptions of young Nigerians in Abuja. It sheds light on the interplay between digital access, socioeconomic conditions, and internet fraud, offering a foundation upon which further research, public policy, and community interventions can be built.
Unlike broader national studies, this research provides localized insights into the mindset of urban youths, their daily internet practices, and their coping mechanisms in a digital environment that is increasingly unsafe. By including open-ended questions, the study also surfaces grassroots perspectives often overlooked in statistical reports.
5.5 Limitations of the Study
While this study achieved its objectives, some limitations must be acknowledged. Firstly, it relied on self-reported data, which may be subject to social desirability bias—some respondents may have underreported their involvement or knowledge of internet fraud. Secondly, the study was restricted to Abuja Metropolis and may not reflect the experiences of youths in rural or less-developed regions.
Additionally, the sample size of 180, though adequate for an exploratory study, may not capture the full diversity of opinions across different socioeconomic groups. Future studies could benefit from mixed-method approaches and larger sample sizes to enhance generalizability and depth.
5.6 Suggestions for Further Research
In light of the limitations and emerging issues in this study, the following areas are recommended for future research:
· Comparative studies between urban and rural youth experiences with internet fraud.
· Gender-focused studies to explore how internet fraud affects or involves young men and women differently.
· Longitudinal studies tracking how awareness and involvement with internet fraud changes over time.
· Impact assessment of digital literacy campaigns or government cybercrime programs.
· Psychosocial studies examining the role of identity, peer influence, and digital culture in shaping online behavior.
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