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ancing cyber security. They have the ability to block
Jet whenever they notice an illegal activity online.
d factor ISPs raised is that they are mere
providers and thus that it would be
liable.”Finally, the fledging European ISP
L ustry gued that their emergent business could not withstand the
- :jl-’n'of full liability for content authored by others.”' Since the
bur :otion of e-commerce and information society in Europe
o a reliable and expanding internet infrastructure, an
ity regime was in the public intf:rest.72 Without it, the ISP
? Justry had not yet been absorbed into the concentrated market of
e media conglomerations that now dominate the modern
services rnarket.?3
From the mid-1990s, in the United States and the United
[SPs made largely successful claims that they should be
oxempted from liability on the basis of some kind of innocent
disseminatig? defence, @ term borrowed from the law of
Jefamation. In the United States, the DMCA resulted in a series of
cafe harbours: Against this plea in Europe, however, was the
Commission’s strong belief that ISPs, as only effective gatekeepers,
should take on the role of cleaning up the internet that is, ridding it
- of porno sraphy, Spams libel and other forms of undesirable

contents.? This was a policy goal to ensure child protection and to
boost public trust and confidence in the internet as a safe space for
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mail services for a fee.’ Today, pegple connect the intern
hrough a cable internet connection, .;rzvided by a local cabl
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committing the crimina] act, but he or she has stored
evidence on the machine !”

casey S definition of computer crimes encapsulates when the

rpetrate crime, when it

oCU N and when it is used as a storage
evice. This definition describes the nature of cybercrime and
different ways the computer can be used to commit a

 mputer is used as an instrument to pe
cuUl

| . focus of the crime
1S the toc

the
crime. :

Cybercrime has also been defined as any crime that
nvolves @ computer a.nd a network, where a computer may or may
ot hal\f plﬂ}"ed.an ‘“St.rl.lmen_ta! part in the commission of the
crime. Fr9m this definition, it is clear that the term cybercrime
actually refers to com[:?uter—related crime; however, some scholars
consider computer crime as a subdivision of cybercrime that
warrants 1its own deﬁanlo_n a'.nd undrz:rs’canding.'19 Computer crime
refers to @ criminal E}Cthlty in 'Which a computer or an electronic
. formation system is the vehicle, object or environment of the |
crime.”’ This paper submits that there are a n‘um!aer of terms
employed to refer to. this cih.me cle'lss_lﬁcat}on,_ 1'1_1c.lud1n;g_ coz'-nputer
crime. cybercrime, hi-tech dnme’, digital crime, elegtx'?mc crime, e-
crime etcetera. These terms, which are capable of }a.'e-ing- eml?lo_yed
- slightly different ways, all refer to the same class of criminal
acﬁv{{ies and it is almost a matter of cho;ce whi.'cp term 1S usefi..

There is no universally accepted df_aﬁnmon of cybe_rcnme.
Acknowledging the global reach of cyb-erc.rlme and thc re_qmrem::;
o establish a common understanding of .the threat and risks Pg "

10 multiple countries, the Council of Europe (CoE) ad](;ptg lsst
Convention on Cybercrime Treaty, known as the --Buaape

7 Ibid.
% Ibid.
Y Ibid.

‘Computer Crime, E-Crime, Cybercrime- Criminal Classification
<http://www.lectlaw. com>accessed 22 October 2017.
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activity. Under thisas
committed without the
used in the commisgs; ‘'
1i.  The computer ag

not necessarily used in

1.  The computer as a -
individual involved iy
computer and has n

1999, National Informati
Nigerian Cybersecur
16

Robert Moore, ¢y
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Anderson Publishing 2
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policy work should be conducted to examine how‘ ISPs C(;;.lld be
called to the chain of security responsibilities of the. internet.©
The scope and impact of cybercrime 1S .glf)bal,. it is
propagating and diversifying expeditiously. The criminal Justice
response globally has increased tremendously; ther.e are Vanous
international, national, cybersecurity and organised CII'}‘me strategtgs
cropping up daily in the fight against cybercrime.” This a
argues that ISPs has a huge role to play in enhancing cyb
and curbing cybercrime. They are like guardians
provide surveillance over internet consumers for
preventing crime or providing prompt response in the:
crime is committed. There should be a legisl:
demanding this guardianship duty from ISPs in
police the cyberspace. ISPs can increase the li
customers by providing security protection.
The central hypothesis outlined here is

~ T

Cybercrime Act, 2015, regarding the dutie
Nigeria. The existence, division and

power to detect, investigate and prosec
amongst parallel government institutic

(articles on duties of ISPs) but it did
identified. >
Interpol, International Telecommi
Commissioners’ Conference Electron
Nigerian Communications Act 2003
Commission (Establishment) Act 2
Related Offences Act 2006, Constitu

e
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Cybercrime in Nigeria

broader knowledge of cyber threat'Es thaltsz;ﬁ.ec:)
businesses, hence tl.1e need hor S )
responsibilities of the internet. The pap;r stated
Jennie Ness, a Regional IP Attache at U, Comm
functions of ISPs include: S1it gy
I. Transitory communications (serving as ap
carrier): ISP acts as a mere data ond
digital information from one point
another at a user’s request; o

T -_IA
System caching: Retaining copies, fo

material that has been made avaj at
other than the ISP. Caching is teck C
L0 ensure internet speed and e
terms of providing rapid acce
without overloading servers;
3. Storage of information on
direction of users (hosting).
materials and host website
Information location tools

Internet  search engines

Directories.!! i
Ly

The paper finds that there is ne

b

end users’ security. Although

copyright, defamation, privacy,

laws did not pyt the ISPs
end users’ internet security ir
ISPs. The paper concluded b

' bid, P e
*  Examples of these laws
Decency Act, 1996 (CD.
(DMCA), The Electronie
Europe was adopted in 2
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technologlcal improvements come
. crimes called cybercrime. There
on the subject of cybercrime
writy.” In fact, articles on

@S@f reputable journals around
ties in Nigeria to help curb

le attention. In the foreign
vritten on the duties of

lp curb cybercrime.

rnet is a critical




all are. We are a  confit
can cause @ problem
work on this: SOVEITAE
professionals and utility

In 2011, at least 2.3 billi
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with 45 percent of all inte
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Chapter Three

JERCRIME IN NIGERIA: THE ROLE OF INTERNET
| SERVICE PROVIDERS IN ENHANCING
.~ CYBERSECURITY

By

Ifeoma E. Nwafor *

Abstract

» has shortened time and space. It has
of information and provided unlimited
I educat:onal commumcanon

et ecosystem. This
Mé?lng cyber security.
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