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* THE NEED FOR REGULATION OF THE INTERNET

TECHNOLOGY TOWARDS ENSURING NATIONAL SECURITY

Abstract

Kenneth Uzor EZE, PhD’ i
Iloh Friday OKECHUKWU, LLM

The Internet technology is creating a world that is both
everywhere and nowhere, but it is not where living beings live. It
is creating a world that all may enter without privilege or
prejudice accorded by race, economic power, military force, or
place of birth. It has created a world where anyone, anywhere
may cxpress his or her beliefs, no matter how singular. without
[car of being coerced into silence or conformity. This nature of
the Internet technology has necessitated a call for regulation of
the technology towards cnsuring national sccurity. Using
doctrinal method of rescarch, this paper thercfore considers the
various forms by which this technology called ‘the Internet’
could be regulated to engender national sccurity. There is no
gainsaying that throughout history, there is no phenomenon that
is devoid of regulation and the Internet technology cannot be any
cxception. This study reveals that if anarchy reigns supreme in
the use of the Internet technology, then, the essence of the
Intemnet itself will be defeated. It has been found out that the
problem of uncertainty of regulatory platform is still a huge
challenge towards achieving effective regulation. This paper
concludes that freedom on the Internet should not be entirely free
as far as the Internet use is concerned because the purported
freedom on the Internet is now increasing the wave of
cyh.crcx?pws with the rcstlllling adverse effect on national security
as it al‘f_ccls vulncmblt': infrastructures and national cum global
cconomies, hence, this need for regulation of the Internel
technology to engender national sccurity.
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1.0, Introduction

The Internet technology now  consists ol transactions, relationships.
images, programmes, thoughts, und other activitics arrayed like a standing
wive in the web of our communications. The legal concepts of property
physical expression, identity, movement do not apply to the Internet
technology. Those concepts are based on matter, but there is no matter in
the Internet. Sequel to all these, arguments abound with respect 1o
regulation of the Internet technology. But much as people would like to see
some forms of regulation of the Internet use, most people are at the same
time not sure how it can be done. However, this is not an argument that
vegulation is impossible but one as to the difficulty or the blurred nature of
the issues relating to regulation of the Intemet technology. As shall be seen
below, there are reasons which account for the Internet regulation and
other reasons which stand against regulation of the Intemet technology.
'The analyses of these two sides of the coin will reveal that it would be
preferable to regulate the/ Intemet use than sacrifice same on the altar of
the Internet freedom 19 the detriment ofs innocent ‘users of the Internet.
Such regulation of t}!c Internet technology will, no doubt, engender

national security.

1.1. Conceptualization: Setting the Limits
We shall proceed in this discussion with the conceptual clarification of

the key terms in this paper. These key terms include; the Internet,
regulation of the Internet technology, national secunty.

1.1.1 Defining the Internet
As shall be seen below, there have been some attempts to define this

technology called the Internet. However, the Internet has not really
confined itself to a particular definition. According to Ashaolu and
Oduwole, it is o system whereby networks are interconnected in n manner
which permits each’computer on iny of the networks to communicate with
computers on any other networks in the system.” The Internet in simple
terms is @ network of the interlinked computers networking worldwide,
which is nccessible to the general public. 'The Internet is the large system
of connected computers around the world which allows people to share
information and communicate with cach other.'At best, this technology

' Ashaolu David and Oduwole Abiodun, Policing (vberspace in Nigeria (Nigeria: Life

Gate Publishing Co. Ltd. 2009), 3.
' Sce generally, Eze Kenneth Uzor, A Review of the Problems in Regulating the

Intermel Use. Enforcement Mechamsms against Cybererimes under International Law™
(PhDD thesis, Nnamdi Azikiwe University, 2016), 38 43,
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vatied the Taternet can only be deseribed. Accordingly, it can be describeg
A an elociroanie petwark which may be wired or wireless by which ope can
WL W recvive dat with the use of @ computer system. An Intemey
vaanmneation - sastem consists - of - interconnected  packet networks
MRRNIRE conmunicaion among - host computers using the  Intepyg
Bvols The petworks are  interconnected  using packet-switchin
septien callad ‘pateways' or the ‘Taternet protocol routers' gng
enmediate systems,”

L.1.2 Regulation of the Internet Technology

Regulation of the Intemet mplies controlling the use of the Intemey
wehnology 1o ensure that illegal and wrongful contents are not freely
created, distributed  and  accessed by the netizens.® Today, almost
cverviing done in the physical are presently being conducted on the
temet sueh that wmueh of the threats presently against national security
are conducted on the Internet. Sequel to this, the level of security required
i the physical should be replicated on this virtual phenomenon of the
Itermet teehnology. The need for regulation of the Internet technology,
theretore, cannot be aver-emphasized. Thus, the freedom on the Intemet
should not be entirely free as far as the Internet use is concemed because
the purported treedom on the Intemet is now increasing the wave of
vyberenimes with the resulting adverse effect on vulnerable infrastructures
and national cum global economies. Tt is important to state here that the
torms ol regulation featured in this paper do not dwell deeply on computer
engineering and technical standards relating to the Internet regulation, but

deal more with the legal angle. Reference may however be made 1o
techmeal standards where necessary.,

.13 National Security
National secunty s a concept that a gov

and ats ctizens against all Kinds of national crises through a variety of
power projections, such as political power, diplomacy, economic powen
wilitary might, and so on. By and large, national security presupposes the
capability of the government of a state 1o protect the state and its citizens
against all kinds of national crises by overcoming the multi-dimension!
threats *+ he apparent well-being of its people and its survival as a state
ay p..en time. Some of these threats, 1o doubt, are known to have
emanated from the use of the Internet technology, hence, the need for
regulation of the Internel technology to engender a stable national security:

ernment should protect the state

\

Ibud
" Netizens simply means the Intemet users.
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1.2. Arguments for Regulation of the Internet Technology
The reasons canvassed for regulation of the Internet technology include:

1.2.1 The Internet should be Regulated like other Electronic Networks
The argument here is that, notwithstanding the unique complexities of the
Internet technology, it remains an electronic data delivery and reception
mechanism. In that sense, it is not fundamentally different from other
electronic communications networks such as radio, -television and
telecommunications. These other networks are regulated and so should the
Internet. If broadcasting and telecommunications are the subject of very
different regulatory regimes, the Internet should similarly have its own

distinctive system of regulation.

1.2.2 There are Harmful and Offensive Contents on the Internet

The rate of pornography of all kinds on the Intemet is alarming. The major
problem here is child pornography and sexual solicitation of children.
Victims of pornographic contents have suffered grievous harms and
embarrassments. That being the case, people entrusted with responsibility
for children such as parents, guardians and teachers will want to place
some limitations on access to pornographic materials made available on

the Internet, thereby favouring regulation of the Internet technology.

1.2.3 Criminal Activities Often Take Place on the Internet
The Intemet users see it as powerful mechanism for transferring  and

receiving all sorts of information and for conducting commercial activities.
These good sides of the Internet, notwithstanding, some people use it for a
wide range of negative activities constituting cybercrimes. These include
copyright theft, credit card fraud, financial scams, money laundering,
hacking, industrial espionage, cyber terrorism, actual terrorism, bomb
making instructions, prostitution, certain forms of gamb]mg, drug use,
drug smuggling, suicide assistance, defamatory allegations, cyber stalking,
etc. Thus, victims of these crimes would support regulation of the Internet

technology to control or put an end to these crimes

1.2.4 The Internet is Global and Open to Everybody

The idea of the Internet technology emerged as a result of the need to
expeditiously exchange research results among top research institutions in
America in response to the pressures of the cold war period. It started with
the American military establishment; then it was broadened to the
American academic community; next, it grew 1o academic communities in
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other industrialised countries; now the Internet has users in every country
and among virtally all age groups. There were probably some rules on uge
of the Internet technology before it went ‘public’, but certainly there wag
no formalised regulation as there was no need for that by then: Today. the
Internet can be accessed by any person from the privacy ol his or her
bedroom at any time of the day or night. This global and open nature of the
Intemet, therefore, gives nse to the need Lo put in place some mechanisms
for allowing the final user to detenmine and control what is accessed on the
Intemet.

1.2.5 There should be Some Form of Control or Regulation of the
Internet

Most governments, politicians, the Internet Service Providers as well as
institutions and organisations, especially those that have been negatively
affected by the Iaternet use, all favour some forms of regulation of the
Intemet. In taking this view, it is clear that they are reflecting the wishes of
consumer groupstand users themselves.

1.3. Arguments against Regulation of the Internet Technology7
The rcasons canvassed against regulation of the Intermet technology
include:
1.3.1 The Global Nature of the Internet Technology
It is argued that, quite unlike other communications networks, the Internet
technology is simply enormous, growing rapidly and genuinely global and
that, in these circumstances, even if one wanted to, it is just not possible to
regulate the Internet. This cannot, however, be an argument as (0 why
regulation is undesirable but one as to why it is difficult and the fact that
something is difficult does not mean that it is impossible or should not be
done. For example, before the coming into place of the Convention on the
Law of the Sea, 1982.% it was so problematic how to regulate activities in
the seabed and ocean floor and its resources. But, under the 1982 Law ©
the Sea, an International Seabed Authority was established to administe!
the access to.danlhd i&ploitalion of the seabed area.® Even the use of the
outer space and the Antarctica was very ¢ : g smeroence 0
G 1359" Ruarctita Treaty S gy r)t/h ontentious until the a.mer’.,‘e“ﬂly'u
¢ 1967 Outer Space Tre

7 Ibid.
* UN Doc. A/CONF. 62/122: (1982) 21 1. L. M. 1261
* UN Doc. ACONF. 62122 ant 1(1) 136,
o K T. S 97 (1961), Cmnd, 1535, 402 U
1961 with 46 parties, including United Kingdo-
1! Treaty on Principles Govemning the Aclivit
Quter Space, Including the Moon apg Other

S.T. 2410, U.N. T.S. Vol. 610. No. 8843
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respectively. Why should the case of the Internet technology be different?
It the international community comes up with any mechanisim at all, which
must not necessarily be in line with what is now adopted in respect of the
seabed and ocean floor, outer space, and Antarctica, why would the
Internet technology not be regulated? Or is the whole world ready to face
the whole lots of consequences that will accompany such state of anarchy
on the Internet use, if left unregulated?

1.3.2 Infringement on the Right to Freedom of Expression

It is argued that any system of control of content of the Intemct represents
a breach of the individual’s right to freedom of expression on the Internet
and that such a right is absolute and cannot be qualified without irreparable
damage to civil liberty in a free society. In any event, all rights have to be
qualified because absolute rights threaten other rights. For example, an
unrestricted right to freedom of expression and press on the Internet by
which pornographic contents exist on the Internet would threaten the right
of children to be free from abuses, molestations and embarrassments. Also.
it should be noted that fundamental right may be qualified on the basis of

public safety and order. etc.”?

133 The Internet is Different in . Operation from other
Communications Networks

It is argued here that there is no need to rcgulate the Internet technolog
because its use is quite different from other communications networks.
Whereas radio and television is pumped into millions of homes
simultaneously (push technology), the Internet is an interactive medium
and requires a particular user actively to -seck a particular site or
application (pull technology). In fact, this difference in operation of the
Internet technology is an argument for its regulation and not an argument
against its regulation. For example, because radio and television are mass
media, there are limits (0 the amount of sex and violence-related issues that
will be permitted through them but the Intemet technology, as liberal as it
is. should be subjected to some controls and checks to avoid anarchy

online.

2 Eo example. section 45 (1) of the _C On.s‘n'u{rion of .'he. Federal Ichuinc' of Nigeria,
1999 (as amended) provides that nothing relating to the right to private and family lif,
right to freedom of thought. conscience and religion, _nghl o E_rezdom f)f expression
and the press. right 10 peaceful assembly anfi association gnd_nghl to frecdom from
disctimination shall invalidate any law mat'ls reasonably ._]USLIﬁath in a democratic
sociely — (a) in the interest of defence, public safety. public order. public morality or

public health: or (b) for the purpose of protecting the rights and freedom of other

persons,
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1.3.4 The Internet is Different in Kind from other Communicationg

Networks
It is argued here that the gei
embraced and fostered

Jesis of the Internet technology was such that it
4 new spirit of freedom, openness  and
experimentation and that these values must rcn"nztin' in integral feature of
the Internet. At best, this. view is simply erratic. The Intemet is now a
fundamentally different operation than the days before the arrival of the

World Wide Web and mass usage of the medium. Now many users are,

accessing many websites and, in that circumstance, there are contents and
there are activities that require some forms of regulation. At worst, this
view is anti-commercial and prone to encouraging cybercrimes. The reality
is that the overwhelming bulk of the Internet’s infrastructure is now owned
and operated by private corporations and there is an explosive demand for
e-commerce services. Having made the above points, the next sub-heading
will deal with some forms of regulation of the Internet technology towards
ensuring national security. These forms of regulation captured mainly the
national standard for ensuring national security.

1.4. Some Forms of Regulation of the Internet Technology

Despite its unique qualities, the Internet technology remains inaccessible to
a largc percentage of the world's population. The openness, abundance and
rclalwc' inexpensiveness of the Internet are largely irrelevant to those
strugghng for daily survival. Issues as fundamental as access 10 electricity,
pose barriers to many. Nevertheless, the Internet has grown much faster,
rea.ch.e.d far more people, and become far more critical to economic
activities and human developments than any other medium in history-
H?wevcr, the freedom of expression on the Internet is not ouaranteed by
this technology.” Not even its open architecture is ‘assur::pd.‘ While (¢
Internet technology can operate without gate-keeping, it has nodes that can
become checkpoints. While it is designed to be lobe;l and borderless, itis
vu};:cr:;hle to national controls. The very iower of the Interﬂﬁ"S
technology 1s double-edged: networked technologies can enable 1

exercise of rights

Despite the pc%\t:r: (?; u’iﬁ 1u S[e d by govemments to exert greater Contr'ﬁr;
- ntemet tech 13 nicall
Sad: i dcmocmcy, & nology to facilitate commu v

governments are becomine ; _rhaPS because of that very P

Intermet. Government ;c icreasingly aggressive in trying (0 restrict .

taking many forms The orts to limit freedom of expression onlin¢ * "
11N, CI¢ are ﬁVe baSic ﬂpproaches to reglﬂﬂtion 0

13
See William H. Dunon
; A . Anna Dop of
Expression: ; atka, ef 4 M +eapdom
motified The Changing  Legal ang Reauti.;;m Freedom of Connection m{;r‘:e‘-" fas!
hutp:// A August oD Ecology Shaping the 5010
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Internet technology. These approaches are by no means mutually exclusive
as different countries are giving different emphasis to different approaches.
These approaches include:

1.4.1 Constitutional Approach

This approach makes the Constitution of the country the prime determinant
of what is ‘acceptable’ on the Internet. Classically, this has come to be the
United States of America’s approach as efforts to enact relevant
legislations for regulation of the Internet use have fallen foul of the United
States Constitution, in particular the first amendment on freedom of
expression. For example, in Reno v ACLU,™ the case involved a challenge
to the Federal Communications Decency Act, which sought to protect
children from harmful material by making it a crime to ‘make available'
online in a manner that anyone under eighteen years of age could access
any 'indecent’ or ‘patently offensive’ messages. The United States Supreme
Court declared the Federal Communications Decency Act unconstitutional.
This case explored the unique features of the Internet technology as they
relate to the legitimacy of government controls using this constitutional

approach

1.4.2 State Technical Control Approach
This approach is adopted by govel_'nments which believe that they have a

right and even a responsibility to intervene directly and place technical
controls on the content that can be accessed by their citizens. A classic
case is found among the Middle East countries, particularly, Saudi Arabia
where all of the country's Internet Service Providers have to go through a
central node where the Saudi Arabian authorities block access to sites

hosting pornographic materials, those | believe
and web sites containing information on bomb-
Internet cafes are required to keep records of sites visited, with the aim of
preventing access to sites feamﬁng.pomographic materials, g'flmbling and
those that harm national unification, sovereignty and territorial integrity.
Prior to an important congress of the Chinese Communist Party in
November 2002, the authorities even blocked all access to the Google
Search engine for a tme.”® In United Arab Emirate, pornographic and
religious websites are blocked against public access. Many governments
have sought to expand their surveillance powers (0 online platforms, often

e

| ,

" Reno v, American Civil Liberties Union929 F. Supp. 824..830 - 849 (E. D. Penn.
1996).  The Supreme Court decision is available at
hup: :

Up//wwwv Jaw. comell.edw/supeyhtmy/96-5 LLZS.himk _
1\‘ Other Luunlt?es \:hc'fe the state is endeavouring (0 limit access fo the Intermet by its
Sllizens include Algeria, Yemen, Bahrain, United ~Arab Emirates. North Korca,

'inam, Iran, the Maldives and Singapore.
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withiont adeginte sufeguards Tor user priviey Such practices can chipy
cuslifie expreseion mnd fead to sl censorship on the part of tisers

LA Statutory Approach
Fhiie uppromch makes o specific piece of legislation the prime determimang
of what is ‘ncceplable’ on the Internet. Laws pre-dating the Intemet can be
ifiverkedd (o restrict expression online, sometimes with global reach or with
imphcations anamticipated when the laws were enacted. For example. a
Iwwsult in Prance agninst Yahoo for providing access to Nazi-related
material cremted and hosted in the United States of America did not require
enmctment of a new law, but merely the application of existing French
Jaws !/ Also, some gavernments have specifically criminalized certain
types of content on the Internet. Such laws may be intended. for example,
o protect minors from materials regarded as harmful’, but they end up
imiting the access of all users, both minors and adults, to otherwise lawful
mmerial. Por instance, the United States adopted the Communications
Decency Act and the Child Online Protection Act in an attempt to protect
children from inappropriate content. ™

Classically this is the approach in Australia where the
Bromdensting Services Amendment (Online Services) Act. 1999, regulates
omline content. This Act requires Australian Internet Service Providers 10
prohibit access 1o or remove from their web sites materials rated as
iMegal ' Under the guise of promoting civility or preventing crime.
govemnments may force users to identify themselves online. Under the law
of South Korea, popular websites are required to collect the names and
national identification numbers of users before they can post comments Of
upload content,” Some governments also limit the use of encryption
technologies, For example, Egyptian law forbids use of encryption
fechniologies without permission from the telecommunications regulatory
authority, the armed forces, or national security entities.”* Again 0
Nigeria, under the Advance Fee Fraud and other Fraud Related Offences

" Privacy International “Leading Surveillance Soc

»wn iclies. in the EU and the World,

/ -surveillance-societies-eu:

- - .l.l ﬂ:c:emd April 20, 2016).

see generally, Centre for Democracy and Technology, * " Frontiers -
: gy, "Regardless of Fronter

the International Right w Preedom of Expression in the Digimlg Age,” Version 03z

Discussion Drafl (April 201 1) . :
b (/’/)ﬂ/, oft (Aprid 2011 8, worw, Cdvorg, (accessed February 22, 2017).

" “Ie Act came into force in Sanuary 2000,

V] o
Adiom Mottts, “South Korea Passes Cyber Def 4 amalion
Plog, last modificd May 4, 0, chr‘l{elanlat:on Luu{. Internet D:mnv g

wation-las accessed April 20, 2016,
Lyl Telecommmnication Regufution Law, Law No. 10 of 2003, ant. 64.
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